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Outwitting the Scammers



How do scammers reach you?



Messaging scams















How avoid messaging scams

t Be alert for poor English 
t Do not follow links in unexpected messages
t Do not reply to unexpected messages
t Keep your contacts up to date including entries for alert sources
t Separate known from unknown senders in your Messaging App

t Above all don’t be rushed, stop and take your time



Email scams









From: Jim Carmichael andre.army@alice.it
Sent: Wednesday, 12 January 2022 6:08 AM
To: xxxxxxx@ozemail.com.au
Subject: Fw: Message from Jim Carmichael

On Tuesday, January 11, 2022 12:00 PM, Jim 
wrote:
I presume they're still to the point, even now - 
so here are the 
photographs http://www.tp13a.txxwrefx.com/

mailto:andre.army@alice.it
mailto:cmirow@ozemail.com.au
http://www.tp13a.txxwrefx.com/




Handling email scams

t Do not click any links
t Do not unsubscribe
t If you are concerned it might be genuine

t Go to the website and get the phone number or link you need



Phone scams



Types of phone scams

t Live operator calls
ØSophisticated ones like the Westpac example
ØSimpler ones like technical support or NBN faults

t Automated voice calls
ØPayment confirmation scams
ØPress 1 to connect to the operator

tVoice messages
ØWant you to call back
ØThreat of prosecution 



Handling phone scams

t Look at the Caller ID before answering
ØIf you do not recognize the number don’t answer
ØPut an entry in your contacts  for all you friends 
Ø Block scam numbers

t If you do answer
ØDon’t provide personal details
ØDon’t provide access to your PC

t If you miss a call
ØDon’t use call return
ØDon’t call the number in the voice message



Simple steps to protect yourself



Protect your devices

t Use device lock options
ØFace Recognition
ØFingerprint
Ø6-digit PIN

t Set screen timeout
t Keep software up to date
t Use trusted app store(s) only
t Back up your data
t Run security software



Secure your services

t Use unique strong passwords
Ø12 characters or more
ØRandom sequence of upper, lower case and special characters
ØUse a password generator

tUse 2 factor authentication when available  
ØEmail
ØSMS
ØA security program on a device you control
ØPhysical security key 



Summary

t Be alert to the risks
t Learn to identify scams
t Secure all your devices
t Secure your online services
t Take your time
t If you are not sure …..
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